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1. Introduce for SCNTE

The key technologies of separation card :

X The connection between both networks will be
disconnected physically, and through the switch the network
become o#ine in turn;

X The sharing of relevant components:

Components without containing sensitive information
CPU and motherboardd o are used in two systems in the
direct way to share;

Temporary storage componentRAM 0 0 are shared
In both systems after information is cleaned,;

Storage Media Hard disk & d Two systems use
separate storage medium respectively. 7



1. Introduce for SCNTE

The problem of firewall



1. Introduce for SCNTE

Internet

The schematic diagram of manual data exchange network o



1. Introduce for SCNTE

Two important techniques of network security separation

Artificial data
exchange network

Network physical
disconnection

File copy

Content Verification

Network security separation
products

-

GAP

Network Protocol separation

Content inspection and
access control
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1. Introduce for SCNTE

Ferry Information
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1. Introduce for SCNTE

Untrusted g chad

Network Network

Twisted pair (network cable):

PCI line: —

The logic diagram of typical GAP
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2. Background of ‘StandardCompilation
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2. Background of Stan¢iard Cempilation
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2. Background of Stan¢iard Campgilation

X For the security assessment needs of general information
system, PP is used as an extension of the mechanism of
Customization security requirements in ISO / IEC 15408.
Usually for typical application requirements, the corresponding
"Protection Profile" (PP) is designed based on some of the bas
components package provided ISO / IEC 15408 standard itsell
X In order to make the national standards of separation
components absorb the features of ISO / IEC 15408, we study
the method of generated "Protection Profile" (PP) to generate
the security elements of natiorsdhndards. Of course, different
from completely generating a "Protection Profile" (R,

must also consider China a number of other unigue requiremel
that is, GB17859.999 system requirements.
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2. Background of Stan¢iard Comgilation

In the compilation process of national standard, we

must consider the following factors:

| 1 Product classification specific certain
separation components

| 1 Security function level

| 1 Assurance requirements level
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3. Introduction of Standard Compilation
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3. Intraductiaom off Standard Compilation

Classification table of separation components

Separation Components

L evels

Physically disconnection

separation Products

Basic level, Enhanced level

Network separation Produ¢

ts

First level, Second level,
Third level
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3. Intraduciiam off Standard Compilatiom

Onthesecurityassuranceequirements

X Basedonthein-depthunderstandin@f securityassurance
requirement®f ISO/IEC 15408 therelatedcontentis described
localized And onthis basis the securityassuranceequirement®f
sevenevelsin ISO/IEC 15408is classednto five securitylevels
correspondingo thefive securitylevelsof GB17859 Basedonthe
positioningof nationalstandard®f separatiocomponentsthefirst
threelevelsis usedasthe standarccontent

X Fromthespecificcontentof view, 8 categorie®f assurance
requirement®f ISO/IEC 15408werere-arrangedn the standard,
andontheabovebasis the securityassuranceequirements

setof the standardvasachieved
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3. Intraductiaom off Standard Compilation

Relations of standard level with the EAL level

Level of| First Level| Second Level| Third Level
Standard
EAL Level Between Better Better

EAL1 and correspondencécorrespondence
EAL2 with the EAL3 |with theEAL4
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3. Intraductiaom off Standard Compilation

On the security functional requirements:

X In order to more formal, more detailed presentation
on the related security requirements of national standa
we have considered nl SO/
Information technology6ecurity technigue&uide for

the production of Protection Profiles and Security
Tar g et s and appli@bits approaches into the
compilation process of national standard, and
successfully achieved our objective.
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3. Intraductiom off Standard Compilatiom

Security Concems

)
uphold
7 o Security Objective . - kY
) TOE Objectives Environment Objectives ;
suitable to meet consistent with
it <IT Security Requirements) ( SOF Claims ) )

-
”””””
------------------------------------------------------------------

PP rationale requirements 22



3. Intraductiaom off Standard Compilation

Assumption

a) Assumption of physical separation card:

0 0 Attacker's abilityA.Attack)

0 0 User rightgA.User)

0 0 Role managemefA.Role Man)

0 0 Physical securitfA.Physical Security

0 0 Single point of connectidA.Single Point of
Connection)
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3. Intraductiaom off Standard Compilation

Assumption

b) Assumption of network separation production:

0 0 Attacker's abilityA.Attack)

0 0 User rightgA.User)

doManager OQAAdanpaci ty

0 0 Role manageme(A.Role Man)

0 0 External data stora@g®&.Data_Store)

0 0 Physical securitfA.Physical Security)

0 0 Single point of connectidA.Single Point of
Connection)

0 0 Key generatiofA.Key Gen)
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3. IntradLicttom off Standard Compilatiom

Threats

a) Threats of physical separation card:
0 0 Object reus@d.Ob_Reuse)

0 0 Switch failurdT.Sw_Failure)

0 0 Operation ErrfT.Op_Error)

0 0 Storage medium LeayESto Leave)
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3. Intraductiaom off Standard Compilation

Threats

b) Threats of network separation production:

0 0 Counterfeit user identifyf.Ua_Coun)

0 0 The nonrauthorized use of application progrgmfla_Op)
0 0 Object reus@.Ob _Reuse)

0 0 Reasoning accessed ddtkv Data)

0 0 DenialT.Us_Deny)

0 0 Operation ErrdiT.Op_Error)

0 0 Maintenance err@¢if.Ma_Error)

0 0 Communication listen€f.Co_Listener)

0 0 Information retransmissi@m.Me_Retra)

0 0 Inflow of malicious cod€rl.Infow_malicious code)

0 0 Outflow of sensitive informatidii.Outflow_sensitive

iInformation)
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3. Intraductiaom off Standard Compilation

Organization Security Policy
a) Security policy of physical separation card
0 0 Resource Acceq$.Resource ACC)

b) Security policy of network separation production
0 0 Security Audi{P. Audit)

0 0 Security Manageme(R. Secure_Man)

0 0 ldentificationP.ldent)
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3. Intraductiaom off Standard Compilation

Security Purposes

a) Security purposes of physical separation card
Threats related to security purposes

Threat Corresponding purpose
T.0b_Reuse O.Data_Protection
T.Sw_Fallure O.Data_Protection
T.0p_Error O.Data_Protection
T.Sto _Leave O.Data_Protection
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3. Intraductiaom off Standard Compilation

a) Security purposes of physical separation card

Assumption related to security purposes

A .Attack O.Data_Protection
A.User O.Data_Protection
A.Role_Man OE.Security Maintenance -

OE.Trusted_Administrator

A.Physical Security OE.Physical_Security

A.SinglePointof Connection |OE.SinglePointof Connection

A .Attack O.Data_Protection
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