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1. Introduce for SCNTE (Separation 

Components of Network and Terminal 

Equipment)
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1. Introduce for SCNTE 

Artificial copy

Radiation Networking
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The key technologies of separation card :

Tͯhe connection between both networks will be 

disconnected physically, and through the switch the network 

become on-line in turn;

Tͯhe sharing of relevant components:

Components without containing sensitive information

CPU and motherboardððare used in two systems in the 

direct way to share;

Temporary storage componentsRAM ððare shared 

in both systems after information is cleaned;

Storage Media Hard disk ððTwo systems use 

separate storage medium respectively.

1. Introduce for SCNTE 
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1. Introduce for SCNTE 

The problem of firewall 
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1. Introduce for SCNTE 

The schematic diagram of manual data exchange network
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Two important techniques of network security separation 

1. Introduce for SCNTE 

Artificial data 
exchange network 

Network physical 
disconnection

File copy

Content Verification

Network security separation 
products

GAP

Network Protocol separation

Content inspection and 
access control
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Ferry Information

1. Introduce for SCNTE 
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The logic diagram of typical GAP

1. Introduce for SCNTE 
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2. Background of Standard Compilation
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2. Background of Standard Compilation

Evolution Translation
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2. Background of Standard Compilation

ͯ For the security assessment needs of general information 

system, PP is used as an extension of the mechanism of 

Customization security requirements in ISO / IEC 15408. 

Usually for typical application requirements, the corresponding 

"Protection Profile" (PP) is designed based on some of the basic 

components package provided ISO / IEC 15408 standard itself. 

ͯ In order to make the national standards of separation 

components absorb the features of ISO / IEC 15408, we study 

the method of generated "Protection Profile" (PP) to generate 

the security elements of national standards. Of course, different 

from completely generating a "Protection Profile" (PP), We 

must also consider China a number of other unique requirements, 

that is, GB17859-1999 system requirements.
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2. Background of Standard Compilation

In the compilation process of national standard, we 

must consider the following factors:

ĺĺProduct classification specific certain 

separation components

ĺĺSecurity function level

ĺĺAssurance requirements level
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3. Introduction of Standard Compilation
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3. Introduction of Standard Compilation

Classification table of separation components

Separation Components Levels

Physically disconnection 

separation Products
Basic level, Enhanced level

Network separation Products
First level, Second level, 

Third level
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3. Introduction of Standard Compilation

On thesecurityassurancerequirements:
ͯ Basedon thein-depthunderstandingof securityassurance

requirementsof ISO/IEC15408, therelatedcontentis described

localized. And on thisbasis,thesecurityassurancerequirementsof

sevenlevelsin ISO/IEC15408is classedinto five securitylevels

correspondingto thefive securitylevelsof GB17859. Basedon the

positioningof nationalstandardsof separationcomponents,thefirst

threelevelsis usedasthestandardcontent.

ͯ Fromthespecificcontentof view, 8 categoriesof assurance

requirementsof ISO/IEC15408werere-arrangedin the standard,

andon theabovebasis,thesecurityassurancerequirements

setof thestandardwasachieved.



20

3. Introduction of Standard Compilation

Relations of standard level with the EAL level

Level of

Standard

First Level Second Level Third Level

EAL Level Between

EAL1 and

EAL2

Better

correspondence

with theEAL3

Better

correspondence

with theEAL4
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3. Introduction of Standard Compilation

On the security functional requirements:

ͯ In order to more formal, more detailed presentation 

on the related security requirements of national standard, 

we have considered ñISO/IEC TR 15446:2004,

Information technology-Security techniques-Guide for

the production of Protection Profiles and Security 

Targets, NEQòand applied its approaches into the 

compilation process of national standard, and 

successfully achieved our objective.
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3. Introduction of Standard Compilation

PP rationale requirements



23

3. Introduction of Standard Compilation

Assumption

a) Assumption of physical separation card:

ððAttacker's ability(A.Attack)

ððUser rights(A.User)

ððRole management(A.Role_Man)

ððPhysical security(A.Physical_Security)

ððSingle point of connection(A.Single Point of 

Connection)
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3. Introduction of Standard Compilation

Assumption

b) Assumption of network separation production:

ððAttacker's ability(A.Attack)

ððUser rights(A.User)

ððManagerôs capacity(A.Admin)

ððRole management(A.Role_Man)

ððExternal data storage(A.Data_Store)

ððPhysical security(A.Physical_Security)

ððSingle point of connection(A.Single Point of 

Connection)

ððKey generation(A.Key_Gen)
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3. Introduction of Standard Compilation

Threats

a) Threats of physical separation card:

ððObject reuse(T.Ob_Reuse)

ððSwitch failure(T.Sw_Failure)

ððOperation Error(T.Op_Error)

ððStorage medium Leave(T.Sto_Leave)
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3. Introduction of Standard Compilation

Threats

b) Threats of network separation production:
ððCounterfeit user identity(T.Ua_Coun)

ððThe non-authorized use of application programs(T.Ua_Op)

ððObject reuse(T.Ob_Reuse)

ððReasoning accessed data(T.Rv_Data)

ððDenial(T.Us_Deny)

ððOperation Error(T.Op_Error)

ððMaintenance error(T.Ma_Error)

ððCommunication listener(T.Co_Listener)

ðð Information retransmission(T.Me_Retra)

ððInflow of malicious code(T.Infow_malicious code)

ððOutflow of sensitive information(T.Outflow_sensitive 

information)
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3. Introduction of Standard Compilation

Organization Security Policy

a) Security policy of physical separation card

ððResource Access (P.Resource_ACC)

b) Security policy of network separation production

ððSecurity Audit(P. Audit)

ððSecurity Management(P. Secure_Man)

ððIdentification(P.Ident)
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3. Introduction of Standard Compilation

Security Purposes

a) Security purposes of physical separation card

Threats related to security purposes

Threat Corresponding purpose

T.Ob_Reuse O.Data_Protection

T.Sw_Failure O.Data_Protection

T.Op_Error O.Data_Protection

T.Sto_Leave O.Data_Protection
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3. Introduction of Standard Compilation

a) Security purposes of physical separation card

Assumption related to security purposes

A.Attack O.Data_Protection

A.User O.Data_Protection

A.Role_Man OE.Security_Maintenance ̆

OE.Trusted_Administrator

A.Physical_Security OE.Physical_Security

A.SinglePointof Connection OE.SinglePointof Connection

A.Attack O.Data_Protection




