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Topics

@ Cloud Computing: A new operating model
® Industry view on evaluation requirements
® Most needed evaluation scenario
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An Opportunity for the CC Community

% Effective and independent security assessments
can build trust in cloud technologies

® There are national security evaluation
standards in use today
“ FISMA in the US
@ |SO 27001

“But as a vendor, we do
cloud services for each country

® The International mutual recognition of
Common Criteria could serve as a framework
for effective evaluations
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A Very Modest Proposal

63V\fle donot know how to p
0

@ Distributed systems

“ Heterogeneous systems

“ Multi-vendor systems

@ Systems that change rapidly

@ QOver the next year the CC vendors and national
schemes should

@ Catalog existing security standards for government
use of cloud technologies

“ Determine common functional requirements
@ |dentify where requirements complement the CC

“ Make progress on solving the problem of
evaluating complex composite systems




Cloud Computing: The worst,
most challenging, and
probably most needed,

evaluation scenario. el g a

CEO
mbp@epocheandespri.com

1. n



.
Complexity vs. assurance

e where we discuss how ea:c
to analyze simple things that we understand and can
Ingenuously break.

e where we discuss how the
simple TOEs cannot be escalated to complex things.
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Complexity vs. assurance (II)

e where we cry for an eas)
systems and assurance models that will never be.

e where we can | ook back t
attempts to define basic TOE assurance composition
rules and arithmetic.
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Building blocks vs. user needs

€ where we I ntroduce the f
certification schemes on foundation products, yet the
users demand and rely on advanced and complex
cloud services, donodot <care

foundation products.

€ where the mean age of tnh
negates the capabillity to envision the real needs of IT
security for the actual world, and less for the

forthcoming ages.
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Waterfall criteria development model

€ where we discuss where t
evaluation criteria development model can catch up
with current and future IT assurance needs.

€ where we may be concerne
assurance vs. RA compliance or perfect theoretical
evaluation models.
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International cooperation

e where we discuss how ea:c
transnational services, which cross over national
regulations and pose global riskstot h e c irightsz e

e where we would |1 ke our
administration that thinks in the large, and not only on
the local iImmediate needs.
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Concluding

€ where we discuss how | at
addressing all these things.

€ where we would |1 ke to Db
assurance concepts,courageous evaluation methods
and real security for the real user lost in the cloud.

€ where we expect progress
reported at the next ICCC.
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Abstract

National, regional, and local governments around the world are beginning to investigate and acquire
cloud-based services to replace or supplement existing governmentoperated services and to provide
new services for their citizens. However concerns about security, privacy, data retention, and data locality,
may slow the adoption of cloud -based services for government organizations.

The national agencies that comprise the Common Criteria Mutual Recognition Arrangement have over a
decadeds experience conducting security evalwuatio
along with a well-developed vocabulary to describe security functional and assurance requirements. This
enables mutual recognition, up to a commercially feasible level, of CC evaluation results. In contrast,

national governments either do not have a security evaluation program, or the assurance program is

specific to one nation, such as FISMA for the United States.

Today is it difficult to alleviate concerns about the cloud since security evaluation requirements are not

developing as fast as the state of the art. This presentation will explore cloud computing concepts, how
cloud computing could be handled from the point of view of security evaluation criteria, and suggests a
roadmap to engage the CC community.

The CCMRA members and developer community should undertake an initiative over to identify any
existing evaluation requirements and standards in the CCMRA countries, determine common functional
and security requirements, and create an initial
develop a set of common requirements and evaluation methodology to enable mutual recognition of
evaluations for cloud-based services. The adoption of cloud computing will not be delayed if these

iIssues are not addressed, but will inhibit ability of national governments to do so in a security -controlled
manner.
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Today's Situation

@ Cloud-based computin? IS becoming increasingly popular (software as a_
service, platform as a service, 1 nfra

@ Customers are choosing between a wide of solutions (dedicated outsourced
clouds, shared cloud computing, private clouds, mixtures of the above)

@ Almost any solution will mix and match elements from multiple vendors or
cloud-providers

@ Countries and industries have different requirements for security and privacy of
data; especially data about their citizens or government-owned data
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Enterprise IT Evolutlon

Road Warrio

Remote Worker



Enterprise IT Evolutlon
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Remote Worker



Trust Iin the Cloua

Collaboration Across Ecosystem is Key to Long -Term Success of the Cloud



