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International Standards 

JTC1 is a technical committee (TC) specializing in 

Information Technology fields. 

JTC1/SC 27 is a subcommittee specializing in IT Security 

Techniques. This subcommittee has five working group 

(WG
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International Standards 
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Common Criteria for Information 
Technology Security Evaluation. Part 1-3.

Information technology - Security 
techniques - Guide for the production of 
protection profiles and security targets.

Information technology - Guidelines for 
the management of IT Security - Part 1-5

Information technology - Code of practice 
for information security management

Federal Information Processing standards 
publication. FIPS 140-3. Security 
Requirements for Cryptographic Modules.

NIST Special Publication 800-57, 
Recommendation for  Key Management .

Information technology ςSecurity 
techniques. Security assessment of 
operational systems.

Development Management
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ISO/IEC 15408

ISO/IEC 15408 also known as Common Criteria 

(CC) for Information Technology Security Evaluation 

is an international standard used as the basis to 

evaluate the security properties of IT products

The Target of Evaluation (TOE) for CC 

Firewall

Operating system

IT products that have been evaluated and 

authenticated based on CC will receive mutual 

approval between 26 countries, members of the 

Recognition Arrangement for Common Criteria
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ST Evaluated by CC

CC Part 3 describes 7 security requirements 

package used for the evaluation, called Evaluations 

Assurance Level (EAL) 

About 90% of evaluated products have EAL1~EAL4 

certification
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ISO/IEC 19791

ISO/IEC TR 19791 is an international standard that 

must be used as the basis for evaluation of 

operating systems

ISO/IEC TR 19791 are indented to be compliant with 

ISO/IEC 15408, to enable the security evaluation of 

operational systems
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Research Background

9

Cryptographic

Developers Support Tools

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010

Protection Profile 

for home users 

system

Threat-

Countermeasure 

Model

Security Guideline 

Tool

Variousinternational standards exist in 
the IT security field

Therefore, this research was extended 
to cover other important standards

7th ICCC 8th ICCC 10h ICCC
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Security Target Elements

Based on CC version 3, 

each ST is made up of 

seven chapters

IT products evaluated and 

authenticated based on CC 

are published on the Web 

Page of each country
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1. ST Introduction

2. Conformance Claims

3. Security Problem Definition

4. Security Objectives

5. Extended Components Definition

6. Security Requirements

7. TOE Summary Specification

Security objectives 

for the TOE

Security objectives 

for the operational 

environment

Threats OSPs Assumptions

SFRs SARs
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Complexity of Security Requirements

12

ComponentsFamilyClass

FAU

FAU_ARP

FAU_GEN

FAU_STG.1

FAU_SAA

FAU_SAR

FAU_SEL

FAU_STG
FAU_STG.3

FAU_STG.2

FAU_STG.4

FAU_SEL.1

FAU_SAR.1

FAU_SAR.2

FAU_SAR.3

FAU_SAA.1
FAU_SAA.3

FAU_SAA.2

FAU_SAA.4

FAU_GEN.2

FAU_GEN.1

FAU_ARP.1

FPT_STM.1FPT_STMFPT



Copyright É 1973-2009 SOKA University  All rights reserved. 11th ICCC  - September , 2010 - Antalya, Turkey

ST & SST
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CC & ISO/IEC 19791
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Å11 Security Functional Class

Å8 Security Assurance Class

ÅOne of the problems in creating a 
STis to determine the SPD, 
because the SPDfall outside of the 
scope of CC

ÅThe ISO/IEC 15408 do not provide 
a framework for risk analysis or the 
specification of threats

ÅCC SFRs + 7 new Functional Class

ÅCombination of CC SARs

ÅOne of the problems in creating a 
SSTis to determine the SPD, 
because the SSTalso addresses the 
establishment of acceptable risk 
and the determination of actual 
residual risk
ÅISO/IEC TR 19791 do not provide 
a framework for risk analysis
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Research Issues

Knowledge required

ISO/IEC 15408 700 pages

ISO/IEC 19791 160 pages

ISO/IEC 15446 180 pages

ISO/IEC 13335 190 pages

ISO/IEC 17799 130 pages
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Different methodologies for risk assessment exist, some of 
which are discussed in ISO/IEC 13335. Therefore, the 
implementation of a secure system generally consumes 
large amounts of time and resources, and requires sufficient 
knowledge.

Excessive number 
of pages 

Complexity of 
relationship

Non standard 
expression 


