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1. Introduction

• NTTDATA’s CC related activities;
– 2001

CC t d t t d t di d E PP f S t d ሺPP9806 PP9911ሻ• CC study started, studied European PPs for Smartcard ሺPP9806,PP9911ሻ
– 2002‐2005

• Key member of Smart MEIJI ሺWG between Japan and EUሻ, 2003Key member of Smart MEIJI ሺWG between Japan and EUሻ, 2003
• Join and discussed in EU smartcard security community ሺcurrent ISCIሻ
• The 1st success of Japanese vendor to get an EAL4൅ Certificate 
for Composite smartcard evaluation under by French DCSSI ሺcurrently ANSSIሻ

– 2006‐2008
• The 1st success of Japanese vendor to get an EAL4൅ Certificate• The 1 success of Japanese vendor to get an EAL4൅ Certificate 
with Formal method ሺADV_SPM.3ሻ , for e‐passport IC ሺICAOሻ

– 2009‐2010…
• Still we are improving our smartcard security development skills…
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2. Issues for smartcard security development

– An inexpensive, but required to be secured
– Easily exposed to an attacker’s environment, 

which leads new vulnerability found day by day.which leads new vulnerability found day by day.
– In general, not easy to update security ሺby patch loadingሻ after distributed to 
end‐user

– Develop a secure device with restricted resources among a restricted period
– Secure implementation may lose its performance, occupy much memory
Smartcard security never be completed until Embedded Software ሺOS/APሻ is– Smartcard security never be completed until Embedded Software ሺOS/APሻ is 
practically coded on IC ሺnot on emulator nor simulatorሻ.

– Utilize an accumulated know‐how, frameworks, and tools
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2. Issues for smartcard security development

ProcessProcess
EssencesEssences

AcquisitionAcquisition
• Business requirement
• Security requirement

IC security 

DesignDesign
• Architecture design
• Functional design

Performance, 
restricted 
resources

IC security 
features

CodingCoding
• Structural, modular coding
• Secure coding OS security 

requirement

TestingTesting

• Functional testing
• Security testing, and 

vulnerability assessmentvulnerability assessment

SMARTCARD SECURITYSMARTCARD SECURITY
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2. Issues for smartcard security development

[4] Balance with[4] Balance with
PerformancePerformance

SmartcardSmartcard

PerformancePerformance

[1] Composite Security [1] Composite Security [3] S lf l bilit  [3] S lf l bilit  SmartcardSmartcard
SecuritySecurity

[1] Composite Security [1] Composite Security 
with ICwith IC

[3] Self vulnerability [3] Self vulnerability 
assessmentassessment

[2] Know[2] Know--how / Toolshow / Tools
for Secure Developmentfor Secure Developmentfor Secure Developmentfor Secure Development

[5] Circulation of Security Quality Management[5] Circulation of Security Quality Management
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[5] Circulation of Security Quality Management[5] Circulation of Security Quality Management



3. NTTDATA’s secure smartcard development

[1] Composite Security [1] Composite Security 
with ICwith IC

AcquisitionAcquisition
• Business requirement
• Security requirement

[1[1--1] Following of 1] Following of 
IC Security Target & Security GuidanceIC Security Target & Security Guidanceqq

DesignDesign
• Architecture design
• Functional design

[1[1--2] Composite Security Design2] Composite Security Design
(to follow IC security recommendations)(to follow IC security recommendations)DesignDesign Functional design

C dC d
• Structural, modular coding

S  di

(to follow IC security recommendations)(to follow IC security recommendations)

[1[1--3] Specific Coding3] Specific Coding
(  f ll  IC  d )(  f ll  IC  d )CodingCoding • Secure coding

• Functional testing

(to follow IC security recommendations)(to follow IC security recommendations)

TestingTesting

Functional testing
• Security testing, and 

vulnerability assessment
POINT#1
Understanding of IC security, not only 
WHAT but also WHY.
d d h d ff b
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Understanding the difference between 
previous IC series security and new ones.



3. NTTDATA’s secure smartcard development

[2] Know[2] Know--how / Toolshow / Tools
for Secure Developmentfor Secure Development

[2[2--1] Security Target / PP1] Security Target / PP
(for Risk Analysis, Security Requirement Acquisition)(for Risk Analysis, Security Requirement Acquisition)AcquisitionAcquisition

• Business requirement
• Security requirementqq

DesignDesign
• Architecture design
• Functional design

[2[2--2] Architectural Design Framework2] Architectural Design Framework
(Reuse of previous project know(Reuse of previous project know--how)how)

DesignDesign Functional design

C dC d
• Structural, modular coding

S  di

[2[2--3] Fault check of Security Design3] Fault check of Security Design
(By Review with Check list, or Formal Method Tool)(By Review with Check list, or Formal Method Tool)

CodingCoding • Secure coding

• Functional testing

[2[2--4] Secure Coding Rule & Check List4] Secure Coding Rule & Check List
(Reuse of previous project know(Reuse of previous project know--how)how)

TestingTesting

Functional testing
• Security testing, and 

vulnerability assessment
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3. NTTDATA’s secure smartcard development

[2] Know[2] Know--how / Toolshow / Tools
for Secure Developmentfor Secure Development

refinement
[2[2--1] Security Target / PP1] Security Target / PP
(for Risk Analysis, Security Requirement Acquisition)(for Risk Analysis, Security Requirement Acquisition)

refinement

A.D.FrameworkA.D.Framework
[2[2--2] Architectural Design Framework2] Architectural Design Framework
(Reuse of previous project know(Reuse of previous project know--how)how)

A.D.FrameworkA.D.Framework
Design DocumentsDesign Documents

[2[2--3] Fault check of Security Design3] Fault check of Security Design
(By Review with Check list, or Formal Method Tool)(By Review with Check list, or Formal Method Tool)Review withReview with

Ch k LiCh k Li [2[2--4] Secure Coding Rule & Check List4] Secure Coding Rule & Check List
(Reuse of previous project know(Reuse of previous project know--how)how)

Check ListCheck List

POINT#2
‐ Experience feeds back as FW/CL/Rules
‐ Not only reuse of “know‐how”, but also
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Secure Coding Rule Secure Coding Rule Source CodeSource Code
Not only reuse of  know how , but also 
upgrading “know‐how” is important



3. NTTDATA’s secure smartcard development

[2] Know[2] Know--how / Toolshow / Tools
for Secure Developmentfor Secure Development

Security Policy ModelSecurity Policy Model

formalizeformalize

[2[2--1] Security Target / PP1] Security Target / PP
(for Risk Analysis, Security Requirement Acquisition)(for Risk Analysis, Security Requirement Acquisition)

Security Target (ST) TOE Model Formal Model
TOE Security Policies

Security Objectives

Threats

TOE M d l

Intended Usage Environment Model

Verification formula

SPIN Source code
*.pml

LTL formula
*.ltl

Users
Scenario

[2[2--2] Architectural Design Framework2] Architectural Design Framework
(Reuse of previous project know(Reuse of previous project know--how)how)

Design DocumentsDesign Documents
TOE implementation

TSFs/FSP/HLD/LLD

Security Functional Requirements TOE ModelInitial status
Resources
Interface
Behavior

inline command dispatch(cmd, keyValue)

[2[2--3] Fault check of Security Design3] Fault check of Security Design
(By Review with Check list, or Formal Method Tool)(By Review with Check list, or Formal Method Tool)

_ p ( , y )
{

printf("[IC card] receive %e, %d¥n", cmd, keyValue);

if
:: (cmd == CMD_VERIFY) -> cmd_verify(keyValue)
:: (cmd == CMD_READ_BINARY) -> cmd_read_binary()
:: (cmd == CMD_WRITE_BINARY) -> cmd_write_binary()
:: (cmd == CMD_CHANGE_KEY) -> cmd_change_key(keyValue)
:: (cmd == CMD_RESET)        -> cmd_reset()

:
:

:: else -> response = RSP_UNKNOWN_COMMAND
fi

}

active proctype ic_card()
{

mtype  cmd, response, state;
short  keyValue, storedKeyValue, errCounter, errLimit;
mtype  acResult   = FAIL;
mtype  authResult = FAIL;

/* Loop */
do

active proctype reader_writer()
{

mtype  cmd, rsp;
short  keyValue;

change_TOE_user();

do
:: 

/* Flag off */
readBinarySuccess = false;
writeBinarySuccess = false;

/* Send a command to an IC card */
send_command();

/* Receive an Ack message from the IC card */
receive rsp()

[2[2--4] Secure Coding Rule & Check List4] Secure Coding Rule & Check List
(Reuse of previous project know(Reuse of previous project know--how)how)

Formal method toolFormal method tool
:: req ? cmd,keyValue ->

command_dispatch(cmd, keyValue);
send_response(response)

od
}

receive_rsp()
od

}

DemonstrationDemonstration
/Result/Result

FeedbackFeedback
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Source CodeSource Code



3. NTTDATA’s secure smartcard development

• ሾ3ሿ Self vulnerability assessment

AcquisitionAcquisition
• Business requirement
• Security requirementqq

DesignDesign
• Architecture design
• Functional designDesignDesign Functional design

C dC d
• Structural, modular coding

S  di

[3] Self vulnerability [3] Self vulnerability 
ttCodingCoding • Secure coding

• Functional testing [3[3--1] Security Testing1] Security Testing

assessmentassessment

TestingTesting

Functional testing
• Security testing, and 

vulnerability assessment
(for Expected Security Functions addressing SFRs)(for Expected Security Functions addressing SFRs)

[3[3--2] Vulnerability assessment2] Vulnerability assessment
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3. NTTDATA’s secure smartcard development

• ሾ3ሿ Self vulnerability assessment

POINT#3
Important to prioritize and pick up 
most critical attack paths

Security Functions Test

most critical attack paths
among all your exhaustive testing 
patterns

[3] Self vulnerability [3] Self vulnerability 
tt

Security Functions Test

Normal Test 
case SFRSFR

[3[3--1] Security Testing1] Security Testing

assessmentassessmentcase

Abnormal Test 
case

SFRsSFRs
TSFsTSFs
Secure CodingSecure Coding

(for Expected Security Functions addressing SFRs)(for Expected Security Functions addressing SFRs)

[3[3--2] Vulnerability assessment2] Vulnerability assessment

case

VulnerabilityVulnerability
i  i  & i  i  & 

Secure CodingSecure Coding
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proceduresprocedures (ATE_IND.* in CC v2)



3. NTTDATA’s secure smartcard development

• ሾ4ሿ Balance with Performance POINT#4
Performance and code size

AcquisitionAcquisition
• Business requirement
• Security requirement

Performance and code size 
estimation during secure 
implementation could be useful

qq

DesignDesign
• Architecture design
• Functional design

[4] Balance with[4] Balance with
P fP fDesignDesign Functional design

C dC d
• Structural, modular coding

S  di
[4[4--1] Performance and Occupied Memory 1] Performance and Occupied Memory 

PerformancePerformance

CodingCoding • Secure coding

• Functional testing

EstimationEstimation

TestingTesting

Functional testing
• Security testing, and 

vulnerability assessment
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3. NTTDATA’s secure smartcard development

• How we keep on improving ?

AcquisitionAcquisition
• Business requirement
• Security requirement 1.Development1.Development

using Knowusing Know howhow

5.Updating5.Updating
KnowKnow--how, how, qq

DesignDesign
• Architecture design
• Functional design

using Knowusing Know--howhowskillsskills

DesignDesign Functional design

C dC d
• Structural, modular coding

S  di

2.Testing2.Testing
using Knowusing Know howhow

4.Investigation4.Investigation
of stateof state ofof thethe artartCodingCoding • Secure coding

• Functional testing

using Knowusing Know--howhow

3. Collect3. Collect

of stateof state--ofof--thethe--artart

TestingTesting

Functional testing
• Security testing, and 

vulnerability assessment
KnowKnow--howhow

[5] Circulation of Security Quality [5] Circulation of Security Quality 
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[5] Circulation of Security Quality [5] Circulation of Security Quality 
ManagementManagement



3. NTTDATA’s secure smartcard development

• How we keep on improving ?

1.Development1.Development
using Knowusing Know howhow

5.Updating5.Updating
KnowKnow--how, how, 

POINT#5
Additional tasks needed to keep  using Knowusing Know--howhowskillsskills

p
security quality of product, besides the 
scope of CC evaluation.  e.g. Security 
Policy Definition, Vulnerability 

t ሺi ሻ F l

2.Testing2.Testing
using Knowusing Know howhow

4.Investigation4.Investigation
of stateof state ofof thethe artart

assessment, ሺin some casesሻ Formal 
methods, ..

It is MUST to keep on improving  using Knowusing Know--howhow

3. Collect3. Collect

of stateof state--ofof--thethe--artartp p g
developer’s skills for secure 
development as well as ሺand based onሻ 
CC concepts.

KnowKnow--howhow

[5] Circulation of Security Quality [5] Circulation of Security Quality 
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[5] Circulation of Security Quality [5] Circulation of Security Quality 
ManagementManagement



4. Case study ሺEAL4൅ ~ EAL5ሻ Out Scope of Out Scope of 
CC evaluationCC evaluation

A i itiA i iti
Security TargetSecurity Target Security Security IC Security TargetIC Security Target

Scope of CC evaluationScope of CC evaluation

AcquisitionAcquisition

D t il D i  / D t il D i  / 
Security Design        Security Design        

PolicyPolicy
(semi(semi--formal) formal) Functional DesignFunctional Design

nd
ati

on
nd

ati
on

DesignDesign Review /         Review /         
Ch k L        Ch k L        

(semi(semi--formal) formal) Detail Design / Detail Design / 
Security Architecture DesignSecurity Architecture Design

Framework              Framework              
rec

om
me

n
rec

om
me

n

CodingCoding

(semi(semi--formal) formal) Module DesignModule Design Check List       Check List       

CodingCoding
Secure Coding RuleSecure Coding Rule

/ Check List/ Check ListC s
ec

ur
ity

 r
C s

ec
ur

ity
 r

CodingCoding CodingCoding / Check List/ Check ListPerformance EstimationPerformance EstimationICIC

TestingTesting Security TestingSecurity Testing Vulnerability Assessment          Vulnerability Assessment          V.A. proceduresV.A. procedures
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4. Case study ሺEAL6ሻ Out Scope of Out Scope of 
CC evaluationCC evaluation

A i itiA i iti
Security TargetSecurity Target FormalFormal

S  S  
IC Security TargetIC Security Target

Scope of CC evaluationScope of CC evaluation

AcquisitionAcquisition

S iS i f lf l D t il D i  / D t il D i  / 
Security Design        Security Design        

Security Security 
PolicyPolicysemisemi--formalformal Functional DesignFunctional Design

nd
ati

on
nd

ati
on

DesignDesign
Formal MethodFormal Method

SemiSemi--formalformal Detail Design / Detail Design / 
Security Architecture DesignSecurity Architecture Design

Framework              Framework              
rec

om
me

n
rec

om
me

n Security Target (ST) TOE Model Formal Model

TOE Security Policies

TOE implementation

TSFs/FSP/HLD/LLD

Security Functional Requirements

Security Objectives

Threats

TOE Model

Intended Usage

Environment Model

Verification formula

SPIN Source code
*.pml

LTL formula
*.ltl

Initial status

Resources

Interface

Behavior

Users

Scenario

CodingCoding

SemiSemi--FormalFormal Module DesignModule Design
Formal MethodFormal Method

CodingCoding
Secure Coding RuleSecure Coding Rule

/ Check List/ Check ListC s
ec

ur
ity

 r
C s

ec
ur

ity
 r

CodingCoding CodingCoding / Check List/ Check ListPerformance EstimationPerformance EstimationICIC

TestingTesting Security TestingSecurity Testing Vulnerability Assessment          Vulnerability Assessment          V.A. proceduresV.A. procedures
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5. Summary

•• ሾ1ሿ Composite Security evaluation with ICሾ1ሿ Composite Security evaluation with IC
– Understanding of IC security, not only WHAT 

but also WHY. [4] Balance with[4] Balance with
PerformancePerformance– Understanding the difference between previous 

IC series security and new ones.

•• ሾ2ሿ Knowሾ2ሿ Know‐‐how / Tools for Secure how / Tools for Secure  SmartcardSmartcard
SecuritySecurity

PerformancePerformance

[1] Composite [1] Composite 
Security with ICSecurity with IC

[3] Self vulnerability [3] Self vulnerability 
assessmentassessment

DevelopmentDevelopment
– Experience feeds back as FW/CL/Rules
– Not only reuse of “know‐how”, but also 

SecuritySecurity yy

[2] Know[2] Know--how / Toolshow / Tools
for Secure Developmentfor Secure Development

assessmentassessment

y
upgrading “know‐how” is important 

•• ሾ3ሿ Self vulnerability assessmentሾ3ሿ Self vulnerability assessment
– Prioritizing invisible attack path for testing

[5] Circulation of Security Quality Management[5] Circulation of Security Quality Management

Prioritizing invisible attack path for testing

•• ሾ4ሿ Balance with Performanceሾ4ሿ Balance with Performance
– Performance and code size estimation during 

secure implementation could be usefulsecure implementation could be useful
•• ሾ5ሿ Circulation of Security Quality Managementሾ5ሿ Circulation of Security Quality Management

– Additional tasks needed to keep security quality of product, besides the scope of CC 
evaluation e g Security Policy Definition Vulnerability assessment ሺin some casesሻ Formal methods

CopyrightሺCሻ2010 NTT DATA CORPORATION 16

evaluation.  e.g. Security Policy Definition, Vulnerability assessment, ሺin some casesሻ Formal methods, ..
– It is MUST to keep on improving developer’s skills for secure development as well as ሺand 

based onሻ CC concepts.



Q ti ?Questions?
e‐mail: ichiharan@nttdata.co.jp
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