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Non-Virtualized
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Virtualized VS
Non-Virtualized

But

= Environment control
= Time response

€

EPIOCHE&ESPRI

= Specific Hardware
= Security
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Non-Virtualized

= Virtualized product

= Environment control 4
= |[solation :
= Compatibility

Unknown exterior
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= Non-Virtualized product , .

= Usual products

= Envinronment control '; JS=====a

= Specific hardware
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= Non-virtualized
= Virtualization can make your life easier!

UNDER MAINTENANCE

Delivery Configuration
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= Non-virtualized. Delivery
= Usually several elements are necessary

« Complicated
* Expensive

« Hard to verify
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= Virtualized. Delivery

Virtual machines are handier

One storage device
is all you need

Integrity check

Host OS limitation disappears



Deployment

= Configuration
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Deployment

= Maintenance issues
= Number of computers
= Access to machines

= Resources location
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= Virtualized. Security \\ 7 ‘

= Cons

= Resources available
* Forensic analysis

= Public vulnerabilities
« Update required!

= Pros
= Domalin separation
= Resources control

Isolation
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= Virtualization clearly makes our life
easier!
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= |nstallation

= Simply reception procedure
 Storage device (e.g.)

= Computers costs low

* One powerful enough computer
* No hardware specific problems

= No installation needed
« Load & Run
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Evaluation

= Environment configuration
= Simple configuration procedure
= Compliance warranty
= Faster vendor tests repetition
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= Concurrency

= Benefits
» Computer availability
* Organization
 Costs saving

= However...

* Incompatibility between TOEs
* Interconnection schema
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Evaluation

= Vulnerability analysis
= Resources available

Controlled environment

Easy attack configuration

Attack paths
* Virtual machines
« Hosting computers

Public information
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Evaluation

= Sample
= Virtualized product
= Assets protected with AES

= Attack

VIRTUAL
MACHINE
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= What have we seen...
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The end...

Thanks!
Questions?

Epoche & Espri, S.L.

Avda. de la Vega, 1

28108, Alcobendas, Madrid
Spain

Tel: +34 914-902-900
FAX: +34 916-625-344
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Trifon Giménez
eval@epoche.es

Epoche & Espri Corporation
4000 Legato Road, Suite 1100
Fairfax, VA 22033

USA

Tel: +1 888-877-9506
FAX: +1703-227-7189
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