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Project - national aspects

1. Elaboration of the CC-based methodology and tools

for development environments (sites) 

of IT security-enhanced products and systems

2. Automation of the IT security development processes

CCMODE Project objectives:

to support the implementation of  the Common Criteria standard in Poland

– organizing the CC community, disseminating knowledge, methodology 

and best practices, etc.

participation in activities aimed at improving the Common Criteria 

methodology and extending the range of the standard application

Project - wider aspects
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Preliminary researches:  UML-based IT Security Development

Framework –ST elaboration as the FSM

BCL workout

EUM analyzing
Done 
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ST introduction workout
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Prepare PP claims
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EUM - Existing UML model is an input for the BCL model. 

When EUM does not exist, the BCL is elaborated 

straight on the user's requirements

Every development stage (stagestatus state attribute) can be

#ELABORATED ("Under development"),

#CHECKED ("Stage positively checked - ready for the rationale", 

#CLOSED ("All stages checked and the rationale finished")

The develstage state attribute points at 

the current development stage

2 state attributes: 
Develstage

and stagestatus

Białas A.: Semiformal Common Criteria Compliant IT Security Development Framework. Studia 

Informatica vol. 29, Number 2B(77), Silesian University of Technology Press, Gliwice 2008.



Preliminary researches: Enhanced generics –a language 

for the security specification –definition, features

mnemonic names that express common features, behaviours

or actions of different IT security aspects or elements.

[domain.][group.]family.mnemonic[derived][instance].description[.refinement][.attributes][.operation]

Format:

 Parameterization of generics

 Operations on generics – iteration, 

refinement, assigning value to 

parameter or leaving it uncompleted

 Defining any generic on the basis

of the other (derivation)

 Grouping generics by their

domains of application

 Assigning attributes

 Building generics chains –

proposing solutions to elementary 

security problems 

Enhanced generics features:

Białas A.: IT security development – computer-aided tool supporting design and evaluation. W: Kowalik J., Górski J., Sachenko A. 

(eds.): Cyberspace Security and Defense. vol. 196, Springer Verlag, Heidelberg 2005, s. 3-23.

Bialas A.: Semiformal framework for ICT security development. The 8th International Common Criteria Conference (ICCC). Rome, 

25-27 September 2007.
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Enhanced generics example –(iteration)–smart card

TDA.CrpAnal_I0.

Card attacker [paramSNA <=SNA.HighPotenIntrud] may compromise [paramDAD 

<=DAD.PlainText] – user data being encrypted by the TOE or the key needed to calculate 

the plain text from cipher text. 

[domain.][group.]family.mnemonic[derived][instance].description[.refinement][.attributes][.operation]

CrpAnal_I0:TDAItem

TDA.CrpAnal_I1.

Card attacker [paramSNA <=SNA.HighPotenIntrud] may compromise [paramDAD 

<=DAD.EncKey_D2] – user data being encrypted by the TOE or the key needed to 

calculate the plain text from cipher text. 

CrpAnal_I1:TDAItem

DAD.PlainText

DAD.EncKey_D2 SNA.HighPotIntrud

OCON.BlockCipher.

The TOE will ensure the confidentiality of keys during 

a cryptographic function performed by the TOE

Both instances are covered by:

Example based on ”ST BSI-DSZ-CC-0153: First Evaluation of Philips 

P8WE5032 Secure 8-bit Smart Card Controller, Philips Semic. Hamburg” 



Preliminary researches: Ontological approach/knowledge base

–Security Problem Definition for the motion sensor

Białas A., Ontological approach to the motion sensor security development, Electrical Review (Przegląd 

Elektrotechniczny), ISSN 0033-2097, vol. 85 (R.85), Number 11/2009, pp. 36-44, Sigma-NOT, Warsaw (2009).



Preliminary researches: Ontological approach/knowledge base

–evaluation evidences for the firewall example

Białas A., Ontological approach to the IT security development process. In: Tkacz, E; Kapczynski, A. (Eds.) Internet – Technical

Development and Applications Series: Advances in Intelligent and Soft Computing , Vol. 64 2009, Springer Verlag Berlin-

Heidelberg, ISBN: 978-3-642-05018-3 , pp. 261-270.
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CCMODE project tasks

1.Research of development environments of IT security-enhanced products 

with respect to life cycle processes – identification of developers’ needs and 

expectations, a reference model

2.Working out an open, modular development (manufacturing, maintenance)

environment – patterns developed for evidence material related to the 

environment and to the product developed in this environments

3.Working out a methodology for implementation and management of 

development environments – how to adapt open patterns to the identified 

needs, how to develop an environment based on these needs, and how to 

manage this environment

4.Validation of the implementation methodology – with the participation of 

security developers and evaluators

5.Working out a tool to support the development environment management –

automation of difficult and repeatable operations

6.Validation of the tool supporting the management of development 

environments – with the participation of security developers and evaluators

7.Creating an experimental development environment
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Expected results (products) of the CCMODE project

 patterns, including documentation, procedures, evidences, 

etc. –”open modules” that should be refined and 

customised according to the developers’ needs and 

expectations

 methodology and knowledge – how to implement these 

patterns: 

o to organize and document the dedicated development 

environment (site)

o to elaborate the documentation (evaluation evidences) for IT 

products or systems developed in the site

 tools – how to effectively support the IT security 

developement processes in the created environment (site)
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Assumptions for the CCMODE project

 instead of a dedicated solution for the given IT security 

developer – an open, pattern-based solution together with the 

customisation method  are proposed to meet the expectations of 

a broader group of developers

 the ontological approach is applied

 IT security development automation is provided – security 

analyses, management of the evidences, configuration, flaws, 

tools, etc. 

 integration of the ISO/IEC 15408 and ISO/IEC 27001 

requiremets with respect to the development, manufacturing 

and maintenance processes

 both – the traditional TOE-focused and  the site-certification 

approaches are considered  with respect to the development, 

manufacturing and maintenance environment 

 based strongly on the life cycle model

 broader use of the risk analysis



Patterns focused on 

Site Security Target (SST)

evidences related to the TOE life-cycle support (mostly ALC-

based), with options: ”site certification”

Security Target (ST), including low assurance ST (laST)

Protection Profile (PP), including low assurance PP (laPP)

evidences related to the TOE (ASE/APE, ADV, AGD, ATE) 

preliminary analysis of the TOE vulnerabilities (AVA_VAN) 

applied  while patterns are transformed into real documents

risk analysis

ISO/IEC 27001 compliance (controls, procedures, templates, …)

the TOE development-, manufacturing- and maintenance processes

the TOE 

both



Customization processes of the patterns focused on

identification of developers’ needs, restrictions and requirements

risk analysis

transforming the Site Security Target pattern (SSTp) into the Site

Security Target (SST) – for the ”site-certification” option only

transforming patterns of evidences related to the TOE life-cycle

support (mostly ALC-based) to the evidences

transforming the ISO/IEC 27001 patterns into the ISMS 

(Information Security Management System) documentation (option)

coherency checking

the TOE development-, manufacturing- and maintenance processes



Customization processes of the patterns focused on

transforming the Security Target pattern (STp) into the Security 

Target (ST) – similarly PP and their low assurance  versions are 

processed

transforming patterns of evidences related to the TOE (ASE/APE, 

ADV, AGD, ATE) to the evidences

coherency checking

the TOE 



Example 1: SST elaboration using SST pattern

Predefined structure Filled content

Field to be filled in

Hints – how to fill it in

Introduced content



Example 2: ADV_TDS.1 evidence workout using the pattern

Predefined structure

Introduced content

Field to be filled in

Hints – how to fill it in



Example 3: Model of the tool for ST 

ST structure filled in with the TOE project items

Predefined library items (generics, components)

Specifying the selected threat generic
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Conclusions

 pattern-based approach supports reusability of TOE projects

 evidences are better standardized, unified – they are easier to be 

elaborated and evaluated

 software tools supporting the most complicated and laborious activities to 

increase efficiency (time, cost) and theTOE projects quality

 the ontological approach supports the organization (structurization) of 

evidences, design decision support and dissemination of knowledge

 the ISO/IEC 27001 implementation based on the risk management 

increases the security of  the TOE-related information and the 

development-, manufacturing- and maintenance processes

 implementation of the technologies and tools (UML, svn, mantis, …) 

commonly used by IT engineers to the IT security development

 project validation on real IT products and systems
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