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Evolving Threats
Increasingly Difficult to Detect and Mitigate

Threat Severity
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Newest Concern
“Supply Chain” Security and Threals

S/W
Distribution

|
' Backend
System

‘», '-._'
.. " ok

> '
B
K >
‘ NG <
ot
A
P o ) i

Raw “- / I

Mfg Process

Material 2 g
Component  Manufacturing  Integration S);g,etgtm
Suppliers

ICCC 092110 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public 4



At

o~

ated‘\'i\iit CYDE

yrtunity for G
2 relevant the




Certification Challen
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= Government customers ar
more than ever before

= Technology continues to e
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Government Response:

Increased Focus on Certifications




Security Inversion Inflection Point
Time and Innovation Matter

ion on risk

As organizations create unique certification requirements,
cost and time-to-market increase dramatically as does risk
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Common Criteria is key to industry
being able to scale to meet the
needs of government customers
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What To Do About Supply Chain Security?

Product Assurance + Manufacturing Process Integrity

IT Customers
Government Customers

6 . ‘ .

Standards-based, mutually Common Criteria
recognized accreditation (mutually recognized
process (ISO-like) certificationprocess)

Accreditation vs. Certification will be a function of customer
as well as product type and will change as threats mature
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Protection Profile Development
Key Déliverables

= Set of protection proflles thatreflectglobal customer
securnity needs ,

- DISCI,pImed process to develop PPs with stan dard'
milestones and deliverables that improve'transparency
and visibility

» Clear roadmapof PP development and open mechanism to

report deévelopment status based on standard milestones
to all stakeholders

= Practical tfransition/sunset plan for current PPs to-new PPs
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Closing Thoughts

* We are at an inflection point for Common Criteria
= Common Criteria IS more relevant today than ever before

= Common Criteria’is the only way for.industry to scale to
meet customer needs

* |ndustry must take a greater role in the reform effort
» | et’s focus on realistic, near-term, achievable goals

We’'ve Got to Get it Right
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Protection Profile Development —
Detailed Action Plan

= |dentify and invite key stakeholders to participate in PP
development.

* Review and vet the set of PPs to be developed.

* Plan the “roadmap” of PPs to be developed based on
available resources and priorities.

= Adopt and adapt a disciplined PP development process
with well-defined milestones and deliverables.

» |dentify and implement collaboration and
communications mechanisms and tools for PP
development team interactions.



Protection Profile Development —
Detailed Action Plan (cont.)

» |dentify contributors/participants and develop the
prioritized list of PPs

» | everage existing customer requirements
documentation such as DISA/NATO Security
Technology Implementation Guides (STIGS) and ICSA
Labs test criteria and include these in the PP security
functional requirements (SFR).

= Review NIAP’'s Common Requirements and
applicability to PP development.

» Clearly understand and define the threats that are
being addressed and ensure those threats are realistic
and recognized by customers.



Protection Profile Development —
Detailed Action Plan (cont.)

* Ensure each PP development team publishes status in
accordance to the standard major milestones described
by the standard development process.

» Develop realistic transition plans to migrate from
existing PPs to updated PPs.



Improving Evaluation Efficacy —
Detailed Action Plan

» |[dentify and invite key stakeholders to participate in this
effort.

* Weigh the security assurance requirements (SAR) In
CC Part 3 and the Common Evaluation Methodology
(CEM) against customer needs and expectations
versus time and effort to evaluate.

» Replace ineffective evaluation efforts with more value-
added, efficient efforts.

* Eliminate duplicated evaluation effort that add no
customer value by leveraging other ISO (e.g. systems
engineering) standards and focus CC solely on
security.



Improving Evaluation Efficacy —
Detailed Action Plan (cont.)

» |dentify more quantitative evaluation measures that can
replace the qualitative measures taken today.

= |dentify the current vendor assurance measures and
ensure that the key measures that reflect customer
requirements are included in the CC evaluation.

* [ncrease leverage across evaluations by examining and
enhancing:

Continuity assurance
Site certification
Predictive assurance



Improving Evaluation Efficacy —
Detailed Action Plan (cont.)

* Enhance the breadth of current SARs to address
current security issues (e.g. code vulnerabilities and
supply chain)

» Develop a set of assurance packages and supporting
documents and/or recommendations for CC Part 3 and
CEM standards modifications to support the more
effective, relevant and efficient SARs
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